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Weigh In Motion

* [n-roadway sensors

» Weighs equipped CMVs while traveling
= Allows them to bypass SWEFs if in compliance

e Platooning

= |f too close (<200 ft) will be seen as one vehicle — too many
axles
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SWEF – Safety Weight Enforcement Facility 

Weigh in motion will currently read a CMV with a passenger vehicle following too closely as a 7-axle vehicle and can flag the CMV to be brought into the SWEF.

With current technology, any vehicles following less than 200 feet apart are read as one continuous vehicle and will be recognized as a 10 axle vehicle and may be flagged into the SWEF if the weight ratio for the axles is off.


Weigh In Motion Continued

* FIxes
= Update software/hardware
 Funding
= Disengage platooning
 Advanced warning signs


Presenter
Presentation Notes
Updating the in-roadway sensor hardware would require tearing up interstate to replace existing sensors.

Advanced warning signs are/will be posted as far as two miles prior to weigh-in-motion areas to notify CMV operators to disengage platooning.  Platooning can be re-engaged as soon as both CMVs are past the sensors.


CMV Operator Considerations

 Hours of Service
= Currently can drive for 11 of 14 hours if coming off of a 10 hour break

= How will second and subsequent driver hours be recorded
 Will driver be allowed to be in sleeper birth
o Still in On Duty status if vehicle in operation

 Endorsement
= Special endorsement for platooning
= Special endorsement for AV?
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CMV – Commercial Motor Vehicle

As of right now, platooning involves two connected CMVs that travel closer together than non-connected vehicles can do safely.  The following (second) CMVs braking and acceleration is automated and dependent on the lead CMV, however, steering and other vehicle components are still controlled by the operator.  

Platooning vehicles can follow behind in as little as 36 feet apart (current WI regulations require a minimum of 500 feet of distance in front of a CMV that is not capable of platooning).  This can reduce fuel consumption drastically in both vehicles.

With the additional technology it is recommended a special endorsement be created for platooning and AV CMV operators similar to that of a hazmat endorsement.


Additional CMV Considerations

* How will platooning vehicles be distinguished

= Visibly on exterior of vehicle
» Most states testing are not addressing this yet

= Electronically while in transport
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Many manufacturers are resistant to having platooning capable CMVs visually different from non-platooning vehicles, however, it would be to their benefit.  If a CMV is platooning and not visibly distinguishable it is likely going to be stopped by law enforcement for following too close.  This would detain the CMV unnecessarily and would break the connection with the other vehicle meaning any savings in fuel economy both vehicles were experiencing while platooning is now lost until they can link up with another platooning capable CMV.

A small, nondescript, uniform symbol placed on all sides of a CMV would easily fix this issue.  


General AV Considerations
Not Applicable for Level 5 AV

Current equipment barriers
o Mirrors
o Steering wheel
o Speedometer
 Windshield wipers

Operator requirements
NHTSA Is currently working to remove these requirements from the FMVSS
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Any current law in Wisconsin Statute Chapter 347 mandating equipment that assists the operator control the vehicle or see outside the vehicle will not be applicable in Level 5 vehicles, but the absence of this equipment will mean the vehicle will be in violation.




Rules of the Road

Pertaining to Operator

e [nattentive driving
= Texting while driving

e Impaired driving
e Cell phone In construction zone
* Following too close
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Wisconsin statute 340.01(41) currently defines “Operator” as “a person who drives or is in actual physical control of a vehicle.”  Any subsequent statutes that address an operator in any way assume there is a person in physical control of the vehicle. 

All of these statutes address actions by an operator.  With operator’s current definition the person that programed the vehicle to travel to its destination would be the operator and would still be in violation when operating under any of these conditions.


Data Download Costs

e 3HVEDR - $2,500/Unit/Year for download equipment.

= 35 Operators in state, 36 hours of training ($500/person for training), 4 hours
a year of refresher training (approx. 45 downloads/year)

* CDR -$18,500 for deluxe kit

= WSP currently has five deluxe kits and two basic kits ($3,650) to be used
throughout the entire state

= Additional $1,050/year for licenses plus up to $5,000 for cables and updates
= 242 EDR downloads in automobiles and heavy trucks in 2017 by the WSP

e Infotainment System - $6,000 for kit and initial training
= Additional $1500 per year for license renewal
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HVEDR – Heavy Vehicle Electronic Data Recorder

CDR – Crash Data Retrieval; Commercially available kits sold by Bosch used to download many passenger vehicles

Infotainment System – In-Car Entertainment system usually run by a touch-screen display in a vehicle.  Can record GPS logs, cell phone data including call and text log and media files from phone.  These files are stored in the Infotainments System permanently unless manually deleted.  As far as I am aware, only two law enforcement agencies in Wisconsin have the kit (created and sold through Berla) to download Infotainment Systems.


Data

 \Who does data belong to
= \Who can give consent to access the data

* How to get data not stored in EDR
= Additional hardware and software will need to be purchased

e Impractical to download in all crashes to determine if driver or AV or
human operator was in control
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EDR – Electronic Data Recorder

EDRs gather and store vehicle information related to speed, acceleration, braking, change in velocity, seatbelt use, seat position and more.  In most vehicles can be obtained by being downloaded using commercially available kits. 

Much of the data stored in an AV will likely not be stored on the EDR and will need to be accessed using software not yet available.  Currently, with vehicles whose data not accessible by commercially available products we send the modules into the manufacturer and have them image the module and send it back for analysis.  In these cases, the manufacturer is imaging data that will potentially support criminal charges against the operator and generally do not implicate the manufacturer in any wrongdoing.  In the case of AV, however, if the crash was caused by a malfunction in the AV, the manufacturer can be criminally liable.  Relying on manufacturers to obtain and release complete and accurate information that could potentially implicate them is not an option.  

According to Rick Ruth, currently, Tesla monitors and records when anything electronic happens.  This is considered a “continuous” recorder, not an EDR so it does not fall under current EDR restrictions and is not available with a publically available tool.  LE must contact Tesla to obtain desired information.
http://www.ruthconsulting.com/docs/2017_May/EDR%20Update%2017.3%20May%2022%202017.pdf, Slide 110 of 141

According to Code of Federal Regulations Title 49 Part 563, “Each manufacturer of a motor vehicle equipped with an EDR shall ensure by licensing agreement or other means that a tool(s) is commercially available that is capable of accessing and retrieving that data stored in the EDR that are required by this part.  The tool(s) shall be commercially available not later than 90 days after the first sale of the motor vehicle for purposes other than resale.”
https://www.gpo.gov/fdsys/pkg/CFR-2011-title49-vol6/pdf/CFR-2011-title49-vol6-part563.pdf

When it becomes necessary to determine who was actually in control at the time of a crash will it be necessary for each individual LE agency to purchase the hardware and software to gather the information as well as how to analyze the data?  Currently a 24 hour course to become a CDR technician and a 40 hour course on how to analyze the information.
 


Determining Fault

How will fault be determined in property damage crashes

f unable to get consent and no probable cause for a warrant, can data
ne accessed

How will companies be held accountable when AV Is at fault
_lability If AV system advises occupant to take control and doesn't
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It is currently held that the owner of a vehicle is the owner of the information collected and stored within the vehicle meaning the owner of the vehicle is the only person that can provide consent to obtain the information.  Will that hold true for information gathered and held by an AV?  What about the information a CV collects from other CVs in the area?  That data can be valuable to investigators in a criminal crash, but will the investigators be able to access this data without first getting consent from each individual vehicle?  Or will the data stored on an AV be considered proprietary and belonging to the manufacturer, thus unavailable unless obtained from them?

If there is no consent and no probable cause to obtain a warrant LE will be unable to collect the data stored in an AV because doing so would constitute an illegal search and a violation of the 4th Amendment.

Currently in crashes causing serious injury and/or death the operator of the vehicle is held criminally accountable, generally resulting in jail/prison time.  If the AV malfunctions causing a crash resulting in serious injury and/or death, how will the manufacturer be held accountable?  What repercussions will they face?

What will happen when the AV correctly recognizes a human operator needs to take control of the vehicle, correctly informs the human in the vehicle to take control and the human fails to do so resulting in a crash that causes serious injury and/or death?  What is a reasonable response time for the operator to take control?  




Hacking Considerations

» Owner overriding rules of the road
 Unknown subject
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This can cover a whole myriad of issues ranging from an owner hacking in and altering safety protocols built into the vehicle to someone in a remote location hacking into an AV vehicle or all AV vehicles from a certain manufacturer or in a certain geographical area and reprograming them to act in erratic ways such as speeding up and not stopping when necessary or stopping where they are leaving them unable to move and everything in between.  

With current LE capabilities, the onus of investigating these crimes will likely fall on the Wisconsin Department of Justice Division of Criminal Investigation.  If known security flaws in the AV are not fixed by the manufacturer will they be held accountable along with the person(s) that hacked into the system?


Manufacturer Product Liability

e |f software Is unable to follow laws/doesn’t work and malfunctions
consistently how do they get removed from the road?
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If a person repeatedly demonstrates they are unable to operate a motor vehicle in a safe and responsible manner their operating privileges are removed.  What happens when a particular AV manufacturer’s product is consistently proven unable to maintain laws or follow safety protocols?  How will they be removed from the road?  


AVICV Testing

 NHTSA recommendation — States required to test vehicles
 Who will be tasked

* Where will funding to complete testing come from

e Contractor to complete testing and report to state
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NHTSA is recommending states be responsible for safety inspections done on AV/CV.  There is currently no entity in the government that is capable of completing this task.  One option to overcome this obstacle would be to create whole new department or a division within the Department of Transportation.  Another option, similar to emissions testing, would be to contract the inspections out to a private company and have the reports submitted back to the state.


Safety of AV Public Transportation

e Emergency alert system connecting directly to law enforcement
dispatch center

* In-vehicle camera systems to record events
e Account/profile to gain access to public transportation
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In human operated public transportation the first line of defense is the human operator that is present to either intervene when illegal activity takes place, or report it to the authorities in a timely manner.  It is not a fool-proof method but it is a start.  With fully autonomous public transportation, that will not be present leaving society’s most vulnerable open to attack.  New tactics should be identified to keep our public safe from predators that will take advantage of defenseless people in enclosed areas with no control over their surroundings. 


Basic Maintenance

* How to ensure systems are functioning correctly
= Radar systems
= Basic software and hardware
= Can’t check visually (tire tread depth/headlamps)
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Many of law enforcement's contacts with those in violation of equipment regulations begin by visually identifying the violation.  Law enforcement officers can physically inspect the tires, door latches, windshield wipers, lights, etc. if they have probable cause to believe them to be deficient/malfunctioning.  How will we be able to ensure basic maintenance is being completed such as updates to software.  If the system informs the driver something is not functioning correctly and the vehicle is not taking out of service and checked?  If critical updates are not installed?  Assessing these systems would require downloading the data which would require consent or a warrant without which getting it would, again, be considered an illegal search and a violation of the 4th Amendment.   


Questions?
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